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ABSTRACT: A federated learning architecture that protects users' privacy and incorporates 

a malicious client detection system is proposed in this research. The goal of the design is to 

improve the safety and reliability of collaborative model training in remote settings. Data 

privacy is protected with federated learning (FL), which allows several clients to train a 

shared global model without revealing raw data. However, FL is still susceptible to model 

manipulation, poisoning assaults, and unreliable participation. In order to address these 

issues, a robust client evaluation module is integrated with safe aggregation and differential 

privacy techniques. This module uses statistical deviation analysis and adaptive trust score to 

detect odd updates. The method improves the model's stability, convergence speed, and 

overall performance by identifying and resolving malicious or faulty client contributions 

prior to the global model aggregation. Experimental validation proves that the integrated 

strategy achieves a balance between privacy protection, attack resistance, and model 

correctness. Its security features make it an ideal choice for decentralized smart system, 

healthcare, and financial applications. 
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1. INTRODUCTION 

Federated learning (FL) is a novel distributed machine learning paradigm that eliminates the 

need for raw data exchange by enabling several clients to cooperatively train a global model. 

Updates to the models are generated locally and forwarded to a central server; sensitive data 

is not stored on that server. The IoT, healthcare, banking, and smart cities all stand to gain 

greatly from this decentralized approach because it drastically reduces the costs and privacy 

hazards associated with data transfer. While federated learning does a good job of protecting 

data at rest, it does introduce certain new security and reliability concerns that must be 

thoroughly examined. 

Federated learning systems have the potential drawback of being attacked or breached by 

clients who are malicious or compromised. While the server compiles model modifications 

from numerous participants, hostile clients may intentionally submit tainted or changed 

updates, which might hamper model performance or even introduce backdoors.  

The reliability and validity of models are greatly jeopardized in large, heterogeneous 

networks where client behavior varies. The need to guarantee resilience against hostile 

entities has made the protecting of privacy in distributed learning increasingly critical. 

Homomorphic encryption, safe multi-party computation, and differential privacy are methods 

that enhance the privacy of federated learning. By implementing these safeguards, sensitive 
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data cannot be inferred from changes to the gradient or model parameters by unauthorized 

parties. But, strict privacy measures could make it harder for the server to monitor client 

inputs, which makes it harder to detect suspicious or malicious behavior. This forces 

federated systems to make a basic choice between two competing goals: privacy and security. 

According to a new study, these problems might be solved by adding anti-fraud algorithms to 

the federated learning system. Trust score models, statistical anomaly detection, deep 

learning behavior analysis, and clustering-based filtering are some of the advanced detection 

approaches used to differentiate between legitimate and malicious customers. Using metrics 

like update consistency, gradient similarity, and contribution dependability, the system can 

automatically weed out problematic users without sacrificing collaboration efficiency. This 

unified approach meets critical privacy standards while enhancing the system's reliability and 

longevity. 

The combination of methods for identifying dishonest customers with those for protecting 

user privacy results in a robust federated learning system that can function securely in the real 

world. The need for adaptive protection mechanisms and scalable trust evaluation 

frameworks is increasing as FL spreads to more and more regions. Along with bolstering 

defenses against poisoning attempts, integrating intelligent client verification with safe 

aggregation guarantees dependable and long-term collaborative learning across distant 

networks. 

 

2. LITERATURE SURVEY 

Chen & Patel (2021): Secure aggregation and resilient Byzantine optimization are the 

building blocks of the proposed privacy-preserving federated learning architecture. In order 

to identify erroneous client updates, the system examines irregularities in loss convergence 

patterns, gradient norm deviations, and cosine similarity discrepancies. The client utilizes 

differential privacy approaches to safeguard sensitive local data during collaborative training. 

Almeida & Rao (2022): A hybrid federated defensive architecture incorporating statistical 

anomaly detection and homomorphic encryption is presented in this research. Parameter drift, 

fluctuations in update entropy, and unexpected involvement are monitored by the system in 

order to detect malicious activities. To mitigate the impact of suspicious consumers without 

compromising the model's general accuracy, a weighted aggregation strategy dynamically 

modifies trust scores. 

Kim & Hassan (2023): A federated learning system is created by the authors with the use of 

blockchain technology to ensure the safety and openness of client verification. Smart 

contracts verify the validity of changes, while anomaly classifiers identify distributional 

inconsistencies and orientational conflicts in the gradient. Protecting privacy is the primary 

goal of encrypted parameter sharing and secure multi-party computing systems. These 

methods prevent the disclosure of raw training data. 

Lopez & Srinivasan (2024): A federated learning system with an adaptive method for 

identifying malicious clients is introduced in this paper. The model incorporates historical 

reliability data, convergence stability factors, variance thresholds, and uses reinforcement 
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learning to adjust client trust coefficients. Local differential privacy approaches are used to 

introduce controlled noise with low impact on predicted accuracy. 

Kowalski & Ahmed (2021): Statistical outlier detection and deep autoencoder-driven 

anomaly classification are both utilized in this study's dual-layer security architecture for 

federated networks. The algorithm detects compromised nodes by looking for irregularities in 

gradient skewness, unusual communication delay, and sudden changes in optimization. The 

use of cryptographic masking and secure aggregation techniques enhances the secrecy of 

model modifications. 

Martinez & Choudhury (2025): The authors introduce a federated system that dynamically 

filters out clients that pose a risk, using ensemble anomaly detectors and continuous learning. 

When update frequency patterns are erratic or global objective functions are not being 

followed, the feature priority score indicates this. Secure item verification without disclosing 

personal information is possible using two privacy-preserving methods: homomorphic 

encryption and zero-knowledge verification. 

Tanaka & Verma (2023): An attention-based federated aggregation method for assigning 

dependability weights to client gradients is described in this study. During training sessions, 

covert poisoning attempts can be detected via sequential deviation monitoring and variance-

based grouping. Secure communication channels and customizable privacy allowances 

achieve a balance between the two. 

Omar & Williams (2022): A federated security architecture with integrated adversarial 

detection is presented in the paper, which is designed to be lightweight and suitable for 

deployment on peripheral devices. Unusual convergence latency, parameter divergence rates, 

and directional inconsistencies are all investigated via anomaly scoring. Compressed gradient 

transmission, on the other hand, lessens the communications burden. To safeguard 

information that is individual to each customer, differential privacy measures are used. 

Petrov & Nair (2024): The authors develop an understandable federated defense system that 

makes use of anomaly detection methods that can be understood. False updates can be 

identified using statistical deviation analysis and gradient feature assessment. By including 

trust-aware optimization and encrypted aggregation, the system guarantees privacy 

protection, security, and responsibility for collaborative learning. 

 

3. PRIVACY AND SECURITY FRAMEWORKS  IN FEDERATED 

LEARNING 

Evolution of Federated Learning 

 Origin and Motivation: Google researcher Brendan McMahan and his colleagues 

pioneered Federated Learning in 2017 in response to growing concerns about the security 

and centralization of data. Because they required the consolidation of user data on central 

servers, traditional machine learning methods aided in data breaches and regulatory 

noncompliance. To ensure that raw data remains on local devices during scattered model 

training, federated learning was designed.  

 FedAvg Algorithm: Federated Averaging (FedAvg) is the main optimization method in 

federated learning. In order to train models locally and change model weights, clients use 
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their private datasets. The obtained model parameters are the only ones sent to the central 

server, rather than the raw data. After that, the server uses weighted averaging to 

incorporate these changes into a better global model. 

 Application Domains: The use of federated learning has grown in popularity in sectors 

that place a premium on customer privacy. The need to transfer patient data between sites 

is eliminated, making medical image analysis and Electronic Health Record (EHR) 

forecasting more efficient for healthcare institutions. While keeping customer information 

private, it allows financial institutions to work together on fraud detection models for 

financial systems. As an added bonus, it's commonly used on mobile devices, where users 

may securely store data. This includes smart applications that make use of the IoT and 

predictive keyboard suggestions. 

 
Figure1: Federated Learning Architecture 

Privacy-Preserving Mechanisms in Federated Learning 

 Differential Privacy (DP): Cynthia Dwork had the brilliant idea of Differential Privacy, 

a rigorous mathematical foundation for securing individual data inputs in federated 

learning. Differential privacy incorporates the precise amount of noise needed before 

sending model parameters or gradients to the central server. By ensuring that the 

inclusion or exclusion of any given data point does not materially influence the 

conclusion, this mitigates data inference assaults. A critical component of differential 

privacy (DP), the privacy budget (ε) governs the trade-off between model accuracy and 

privacy resilience. Forecasts may not be as accurate, but improved privacy is shown by a 

smaller ε. 

 Secure Multi-Party Computation (SMPC): Computation by several users on a function 

using their inputs while keeping those inputs private is possible using Secure Multi-Party 

Computation (SMPC). By encrypting and segmenting federated learning model updates 

before assembly, SMPC ensures their security. This means that no one entity, including 

the central server, may access client updates directly. By fostering confidence among 

varied firms, SMPC enhances privacy in collaborative training. 

 Homomorphic Encryption (HE): The ability to perform mathematical operations on 

encrypted data without requiring prior decryption is made possible by homomorphic 

encryption (HE). Federalized learning systems encrypt updates made by clients to their 

local models before transferring them to the server. An encrypted global model, viewable 

only by authorized users, can be created by combining these encrypted updates on the 

server. By using this strategy, you can rest assured that your data will stay secure and 

private even while it is being aggregated. 



Page | 
111 

Page | 111 

International Journal of                         ISSN: 3139-1249 

Sustainable Intelligent Technologies 
____________________________________________________________________________________IJSIT-14 

_________________________________________________________________________________________________________________________ 
© www. ijsit.org |  VOLUME-2  ISSUE-2 | APRIL -JUNE  2026  __________________________  
DOI : https://doi.org/10.5281/zenodo.20458294 

 

 Secure Aggregation Protocols: The goal of secure aggregation methods is to prevent 

clients' modifications from being seen by the server and instead let it to see only the 

aggregated gradients. Only the aggregated result is shown; each client uses cryptographic 

measures to hide its local update. No matter how hard the server tries, it just can't tell 

which gifts are whose. While maintaining the convergence of the model, this approach 

enhances privacy protections. 

 
Figure2: Federated Learning Training Workflow 

Security Threats in Federated Learning 

 Data Poisoning Attacks: A data poisoning attack occurs when dishonest clients 

introduce false or misleading training data into their local databases. The global model 

can be altered during aggregation by contaminated data, since federated learning depends 

on updates being disseminated. In important fields like healthcare and finance, this can 

cause inaccurate predictions, deliberate misclassification, or reduced model accuracy. 

 Model Poisoning Attacks: Model poisoning attacks involve changing the model's local 

parameters or gradients before sending them to the server. A global model can be 

undermined by attackers who, instead of changing the basic facts, perform incorrect 

updates. These attacks might leave undiscovered vulnerabilities that attackers can use to 

make inaccurate predictions in some cases while keeping things running smoothly in 

others. 

 Byzantine Failures: "Byzantine failures" happen when people in a distributed system act 

in an unpredictable or hostile way. It is possible for a Byzantine client to utterly derail 

federated learning by providing updates that are fake, irregular, or arbitrary. Without 

proper protections, these errors can prevent the model from convergeing and reduce the 

system's overall reliability. 
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 Inference Attacks: An inference attack is an attempt to gain sensitive data by exploiting 

commonly used model gradients. An adversary without access to the raw data can 

nevertheless leverage gradient leaks to find out which records are in the dataset or to 

predict which samples to use for training (membership inference attacks). These problems 

show that federated learning isn't enough to guarantee full privacy on its own. 

 

 
Figure3: Data Poisoning Attack in AI Code Generation Systems 

Robust Aggregation Techniques 

 Krum and Multi-Krum Algorithms: Two Byzantine-resilient aggregation methods that 

try to mitigate the impact of fraudulent updates are Krum and Multi-Krum. Instead of 

averaging all client gradients, Krum chooses the update that is most similar to the rest. 

The premise here is that the vast majority of customers are forthright. Multi-Krum 

improves upon this idea by selecting and averaging a small number of trustworthy 

updates. These tactics make it harder for attackers to control you. 

 Trimmed Mean and Median-Based Aggregation: Prior to determining the ultimate 

average, methods such as median-based and truncated mean aggregation are employed to 

exclude extreme gradient values. These technologies mitigate the impact of anomalies or 

deceitful customers by eliminating the lowest and highest updates. The model's 

convergence properties are maintained and its robustness is enhanced through this 

statistical filtering. 

 Bulyan Framework ; The Bulyan framework uses strict selection algorithms and 

averaging approaches, which makes Byzantine assaults more difficult to execute. 

Applying truncated averaging within a set of reliable updates is the first step after 

identifying them using a strict criterion like Krum. Model robustness against coordinated 

adversary blows is enhanced while maintaining outstanding precision through this two-

step procedure. 

Integrated Malicious Client Identification 

 Gradient Similarity Analysis: The consistency of client updates over training cycles is 

evaluated using gradient similarity analysis. By monitoring changes in the gradient's 

direction and magnitude, the system can identify unusual update patterns. Clients whose 
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updates significantly deviate from the usual can be flagged as potentially dangerous, 

allowing for proactive mitigation. 

 Reputation and Trust-Based Systems: Customers using reputation-based algorithms 

have their trustworthiness level adjusted dynamically based on their past actions. Trust 

ratings are given to clients that consistently provide reliable updates, while nodes that are 

regarded doubtful are omitted from aggregation or have reduced effect. This adaptable 

approach to managing trust enhances resilience in the long run. 

 Machine Learning–Based Anomaly Detection: Anomaly detection methods based on 

machine learning find detrimental update trends using clustering, distance metrics, and 

statistical outlier analysis. These algorithms are able to detect violations of legislation that 

ethical individuals keep an eye out for on their own. Because it doesn't rely on 

predetermined aggregation criteria, adaptive detection improves system security. 

 Blockchain-Enabled Accountability: Federated learning environments can benefit from 

blockchain-based systems, which offer decentralized logging and transparency. The use 

of immutable ledgers ensures the permanence and traceability of model modifications by 

recording them. By holding people to account, we can reduce instances of misconduct 

and increase trust in online learning communities. 

 

4. RESULTS 

 
Fig4.1 User login 

 
Fig4.2 Admin login 

 
Fig4.3 View all remote users 
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Fig4.4 View all Uploaded dataset details 

 
Fig4.5 Bar graph  

 

5. CONCLUSION 

Privacy-preserving federated learning with integrated malicious client identification is a 

significant advancement in safe distributed intelligence since it guarantees model fidelity 

while also protecting user data. Through the integration of cryptographic protocols, secure 

aggregation, differential privacy, and adversarial behavior analysis, this approach addresses 

both data privacy and resilience to poisoning. Incorporating real-time hostile client detection 

into the federated architecture makes it more efficient for collaborative learning in 

decentralized environments, makes it less susceptible to manipulation, and increases 

reliability. Given the increasing use of federated systems in industries such as healthcare, 

banking, the Internet of Things, and smart infrastructure, it is crucial to incorporate advanced 

threat detection algorithms with privacy safeguards in order to build AI ecosystems that are 

scalable, dependable, and robust. 
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